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THE VIDEO PRIVACY PROTECTION ACT: PRO-
TECTING VIEWER PRIVACY IN THE 21ST
CENTURY

TUESDAY, JANUARY 31, 2012

U.S. SENATE,
SUBCOMMITTEE ON PRIVACY, TECHNOLOGY, AND THE LAW,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:02 a.m., in
Room SD-226, Dirksen Senate Office Building, Hon. Al Franken,
Chairman of the Subcommittee, presiding.

Present: Senators Franken, Leahy, and Coburn.

OPENING STATEMENT OF HON. AL FRANKEN, A U.S. SENATOR
FROM THE STATE OF MINNESOTA

Senator FRANKEN. This hearing will come to order. It is my
pleasure to welcome all of you to the third hearing of the Senate
Judiciary Subcommittee on Privacy, Technology, and the Law.

Now, before we start, I just want to applaud the Supreme Court
for its decision in the Jones case. It was, I believe, the right result,
but it was also a call to action to Congress because, while law en-
forcement now needs a warrant to track your location, all of the
companies that get your location information almost every day—
your smartphone company, your in-car navigation company, and
even the apps on your phone—are still in most cases free to give
out your location to whomever they want, as long as it is not the
Government. I have a bill to fix that, and I think we need to take
action on it right away.

But today’s hearing will focus on the Video Privacy Protection
Act, a powerful privacy law that was written and passed by Chair-
man Leahy and Ranking Member Grassley of the full Judiciary
Committee. I want to use this hearing to make sure that everyone
knows what the Video Privacy Protection Act is and how it protects
our privacy and our civil liberties. I want to look at how we might
update the Video Privacy Protection Act for the 21st century, and
I want to look at a specific bill to amend the law that was just
passed in the House.

Twenty-five years ago, Judge Robert Bork was before the full
Senate Judiciary Committee as a nominee to the Supreme Court.
During that hearing, a local reporter asked Judge Bork’s video
store for a record of the movies he had watched. There was no law
against it, so the video store gave him the records, and the reporter
wrote a story about them. The Senate Judiciary Committee was
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split on Judge Bork’s nomination, but it was unanimous in its out-
rage over what had happened. There was not anything particularly
memorable about Judge Bork’s movie rentals. In fact, they con-
sisted primarily of mysteries and caper films. But that was not the
point. The point was that the movies we choose to watch are our
business and not anyone else’s.

Soon after this, Senator Leahy and Senator Grassley introduced
the Video Privacy Protection Act. The bill was reported out of the
Committee unanimously and passed through the Senate and the
House on voice votes.

There has been renewed interest in the Video Privacy Protection
Act in recent months, and I think that is great. But I have seen
a lot of people talking about the law like it was some kind of relic,
something that is so outdated that it does not make any sense any-
more. So I want to take a moment to explain in simple terms what
this law does for consumers.

Thanks to the Video Privacy Protection Act, your video company
cannot tell other people what you are watching unless you give
them permission to do that. Now, when Chairman Leahy and Sen-
ator Grassley wrote the law, they were really smart about it, if I
might say. They did not just say that a video company has to at
some point get you to sign some form that says, “I am OK with you
telling people what I watch.” No. They said that every time a video
company wants to tell people what you watch, they have to check
with you first. And that is an important right, because you prob-
ably do not care if people know that you watched some summer
blockbuster. But if you are suddenly having trouble with your mar-
riage and you are trying to get help, you might not want your
friends and relatives to find out that you have been watching vid-
eos about marriage counseling or divorce. I also think that parents
of a young child may want to watch documentaries about autism
or developmental disabilities without broadcasting that to the
world.

This can be really sensitive stuff, and that is why the Video Pri-
vacy Protection Act is so important. It gives you the right to tell
your video company what can be shared and what cannot.

The Video Privacy Protection Act also protects your private sector
against the government. Under the law, if the government wants
to get your viewing records, it has to get a warrant, a grand jury
subpoena, or a court order. This came up in one famous case where
a local police department thought that the 1979 movie “The Tin
Drum” was obscene. Now, mind you, this was a movie about what
happened in Nazi Germany just before World War II. It won an
Oscar for best foreign film. But the police department went out and
seized a list of everyone who had the movie and then drove around
confiscating every copy. And in that case, the ACLU chapter in the
Ranking Member’s State of Oklahoma used the Video Privacy Pro-
tection Act to stop that.

And so, without objection, I will add to the record a letter from
the American Civil Liberties Union that stresses that this is a civil
liberties law, too, not just a consumer protection law.

[The letter appears as a submission for the record.]

Senator FRANKEN. The Video Privacy Protection Act also makes
sure that video companies do not keep information about what you
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have watched after that information is no longer needed. This pro-
tects that information from getting lost, stolen, or hacked.

Finally, the law gives people the right to have their day in court
to defend their rights if a video company or the government vio-
lates these rights.

So the Video Privacy Protection Act is a really important law for
consumer privacy and for civil liberties, but things do change in a
quarter century, and I am calling this hearing to see if we can up-
date the law so that it can protect our privacy for another 25 years.

One way we need to update this law is to make sure that it is
keeping up with technology. It used to be that if you wanted to
watch a video, you had to go to the video store or then wait for it
in the mail after that. Now you can stream it directly to your com-
puter in seconds. Streaming is the future of video, but no judge has
ever decided whether or not the Video Privacy Protection Act covers
streaming video companies. I think it is clear that the law does
cover new technologies like streaming because it does not just cover
“prerecorded video cassette tapes.” It also covers “similar audio-vis-
ual materials.”

But I do think there is a real risk that a judge might look at this
law and say it does not cover streaming, it just covers DVDs and
VHS tapes and things like that. So I do not want to leave the fu-
ture of video privacy up to a judge. So if we are updating the Video
Privacy Protection Act, I think we need to confirm that it covers
video streaming technology. I also know that the courts are split
about whether or not people have the right to enforce the data re-
tention provision. That might need to be clarified as well.

Those are just two ideas. I am sure the witnesses will have other
suggestions. My goal here is to lay the groundwork for a fair and
comprehensive update of the entirety of this law.

Before I close, I want to touch on H.R. 2471, a recently passed
House bill that would modify one aspect of the Video Privacy Pro-
tection Act. H.R. 2471 lets a video company ask for your consent
just once up front to disclose the videos you watch instead of ask-
ing for consent on a case-by-case basis. Netflix has strongly sup-
ported this bill and has explained that it will make it easier for
them to integrate into social media sites like Facebook. I am
pleased to report that Netflix is here with us today to talk about
their support.

I want to be honest. Based on what I have seen so far, I have
some reservations about H.R. 2471. First, it looks like the bill will
basically undo users’ ability to give case-by-case permission to a
video company on what it can tell people and what it cannot. And
that worries me because case-by-case consent, I believe, is a really
good thing. It is a really good thing that people can easily tell their
video company, “Sure, go ahead and tell people I watched ‘The God-
father,” but, no, do not tell them I watched ‘Yoga for Health, De-
pression, and Gastrointestinal Problems.” ”

Senator COBURN. Is that one of-

Senator FRANKEN. Yes, for the record, that is a real title in the
Netflix catalogue. And, by the way, it is an excellent film.

[Laughter.]

Senator FRANKEN. So I am worried that H.R. 2471 will eliminate
our ability to give case-by-case consent, but I am also worried that




4

this bill will make these changes without confirming that stream-
ing is covered or doing anything else to strengthen the law for con-
sumers.

Finally, I want to know how this bill will affect the Video Privacy
Protection Act’s protections against government snooping into our
video records. But I am here to listen and to learn more about this,
and this is a hearing on all proposals to update the Video Privacy
Protection Act, not just H.R. 2471. And we have two great panels
for that, but before I introduce them—do you want me to go to the
Chairman first?

Chairman LEAHY. I tell you what. We have Senator Coburn here,
and my

Senator COBURN. I am happy to yield to the Chairman.

Chairman LEAHY. No, no. I will yield to you and also to—I know
Congressman Watt, who has been such a leader in this, has to get
back to matters in the House, so I will wait until after he has testi-
fied and, of course, I will follow the rest of you.

Senator FRANKEN. We will go to the Ranking Member, Senator
Coburn, for his remarks. Thank you, Senator.

STATEMENT OF HON. TOM COBURN, A U.S. SENATOR FROM
THE STATE OF OKLAHOMA

Senator COBURN. Mr. Chairman, thank you. I believe the Video
Privacy Protection Act has become antiquated given all the new
technology that is out there, and I would just note that you right
now can share your music preferences through Spotify by setting
up one time. You can share your book preferences by signing up
one time. You can share your television programs through Hulu by
signing up one time and news articles through Social Reader by
signing up one time.

I think the Chairman of the Subcommittee makes some good
points, and I am anxious to hear Congressman Watt and his
thoughts on this. I did have a chance to talk to your Ranking Mem-
ber yesterday and hear his input in it, and I look forward to the
input.

Thank you, Mr. Chairman.

Senator FRANKEN. Thank you to the Ranking Member.

I think we will go to our first witness. That is what the Chair-
man would like, and what the Chairman would like, the Chairman
gets. Our first witness is Hon. Melvin L. Watt, the distinguished
Representative for North Carolina’s 12th District. He has rep-
resented the people of the 12th District since 1992. Representative
Watt serves on the House Judiciary Committee where he is the
Ranking Member on the Subcommittee on Intellectual Property,
Competition, and the Internet. Prior to his election to the House
of Representatives, Representative Watt practiced civil rights law
for more than two decades. He received his J.D. from Yale School
and his B.S. from the University of North Carolina.

Representative Watt, welcome, and the floor is all yours.

STATEMENT OF HON. MELVIN L. WATT, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF NORTH CAROLINA

Representative WATT. Thank you, Chairman Franken, Ranking
Member Coburn, Senator Leahy, and Members of the Sub-
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committee. I am truly honored to have this opportunity to address
the Subcommittee about the amendments proposed in H.R. 2471 to
the Video Privacy Protection Act and consumer privacy in this rap-
idly evolving Digital Age.

While I am the Ranking Member of the House Judiciary Commit-
tee’s Subcommittee on Intellectual Property, Competition, and the
Internet, the views I express here today are my individual views,
and I do not speak for the Committee or the Subcommittee.

I believe there are countless reasons to oppose H.R. 2471, which
relate both to what the bill does and what it does not do and how
that fits into the broader debate about how best to protect indi-
vidual privacy in the volatile online environment.

It is particularly timely that the Subcommittee holds this hear-
ing today. Although online privacy has been at the forefront of dis-
cussion for the past few years, there has been a recent flurry of
more intense discussion that I believe makes your hearing timely.
Business leaders, consumer advocates, State and local elected rep-
resentatives, and officials from each branch of the Federal Govern-
ment have all weighed in with a variety of concerns and proposed
solutions to address the absence of a uniform framework or ap-
proach to safeguard individual information in the thriving online
environment.

Attention has appropriately intensified as two Internet giants,
Facebook and Google, have come under scrutiny for their data uses,
policies, and practices. Likewise, Netflix, the main proponent of
this bill, has had more than its fair share of regulatory complaints
and consumer lawsuits with regard to the handling of user infor-
mation.

In the coming weeks, both the FTC and the Department of Com-
merce are expected to issue long-anticipated final reports on online
privacy policy based on a series of roundtable discussions with rel-
evant stakeholders and following up on their initial studies in
2010.

Senators Kerry and McCain in the Senate and Representative
Cliff Stearns in the House last year introduced comprehensive leg-
islation designed to prescribe standards for the collection, storage,
use, retention, and dissemination of users’ personally identifiable
information, and these bills generated debate more generally in the
halls of Congress.

This Subcommittee also held hearings to address the security of
sensitive health records and personal privacy on mobile devices,
and last week, in deciding whether GPS tracking violates a crimi-
nal defendant’s Fourth Amendment right against unreasonable
search and seizure, a majority of the Justices of the Supreme Court
acknowledged the challenges we confront as a society in deter-
mining the so-called new normal for privacy expectations in the
Digital Age.

Against this backdrop, I will direct the remainder of my com-
ments to H.R. 2471, which passed the House under suspension of
the rules. While I may not always avail myself of all the new tech-
nology and revolutionary tools and services available over the
Internet, let me say at the outset that I applaud the explosion of
technological advances that has transformed forever the way we
communicate and transact business. While I support innovation on
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the Web, however, I cannot do so at the expense of individual pri-
vacy. Given the gravity of issues involved, I believe it was a mis-
take for this bill to move through the House under the radar and
without the benefit of a single hearing. But my concerns are not
just about process. I believe that H.R. 2471 would have unintended
negative consequences for consumers as well as affected businesses
that will undoubtedly lose the confidence of their subscribers with
the first privacy violation or data breach. Consumer desire to have
access to the next cool tool should not be mistaken for the vol-
untary surrender of fundamental privacy interests.

In addition to the lack of thoughtful process in the House, I be-
lieve there are at least four substantive problems with H.R. 2471.

First, the bill leaves unaddressed the question of who the bill ap-
plies to, which I believe creates collateral, but important, intellec-
tual property enforcement concerns. By declining to define what
constitutes a videotape service provider under the VPPA, H.R. 2471
leaves open the possibility that businesses that provide video on
demand over the Internet or those with dual distribution platforms
like Netflix can avoid or delay compliance with legitimate discovery
requests in copyright infringement actions.

Second, the debate on H.R. 2471 centered on the online experi-
ences of consumers with social media like Facebook. However, the
bill as passed applies to physical and online videotape service pro-
viders alike, and disclosures are authorized to any person, not on
friends on Facebook. Consequently, a consumer’s private informa-
tion is vulnerable to release to third parties like the news reporter
who published the video rental history of Judge Robert Bork that
paved the way to enactment of the Video Privacy Protection Act.

Third, despite claims that the Video Privacy Protection Act is out-
dated, only a single provision of the statute was updated, leaving
consumer-oriented provisions that should have been reviewed and
strengthened unaltered.

Fourth, and finally, no consideration was given to the effect that
changes in the Video Privacy Protection Act will have on State
laws that afford similar and sometimes broader protections to con-
sumers. This oversight is likely to invite thorny conflict of laws dis-
putes given the borderless boundaries of the Internet.

While Internet users have a responsibility to self-censor and re-
strict the information they share about themselves, the reality is
that many online users have a false sense of privacy due to their
lack of understanding of lengthy and complex privacy policies they
are compelled to agree to in order to use the service. As a result,
online users often share a lot of personal information unknowingly
and to unintended audiences. I do not believe that unsuspecting,
unsophisticated, or casual Internet users should be deemed to re-
linquish their right to a basic level of privacy. And my concerns are
heightened even more when the user is a vulnerable teen or young
adult whose ability to adequately assess risk has not fully matured.

Third-party access to dynamic social platforms are constantly in
flux. A consumer’s consent today to allow perpetual access to their
viewing history is clearly not informed by who will be their friend
tomorrow. Today, when online bullying of teens and young adults
can lead to depression or even suicide and online predators can
learn otherwise confidential, private information about their prey,
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I believe the selective and piecemeal amendment of the Video Pri-
vacy Protection Act is irresponsible.

As one commentator has written, movie and rating data contains
information of a more highly personal and sensitive nature. The
member’s movie data exposes a member’s personal interest and/or
struggles with various highly personal issues, including sexuality,
mental illness, recovery from alcoholism, and victimization from in-
cest, physical abuse, domestic violence, adultery, and rape.

Justice Marshall wrote years ago that “Privacy is not a discrete
commodity, possessed absolutely or not at all.” The objective is to
strike an appropriate balance to develop meaningful protections for
consumers while promoting a healthy online economy. I do not be-
lieve that H.R. 2471 has found that appropriate balance. I support
a comprehensive online privacy plan that will address and mitigate
the unintended consequences of third-party sharing. In that regard,
I believe Justice Alito got it right when he said: “In circumstances
involving dramatic technological change, the best solution to pri-
vacy concerns may be legislative. A legislative body is well situated
to gauge changing public attitudes, to draw detailed lines, and to
balance privacy and public safety in a comprehensive way.”

This hearing is an important step toward finding the right bal-
ance, and it is more critically important because the House failed
to give the matters the kind of attention they required.

I thank the Chairman for this opportunity and look forward to
working across the Capitol to move forward. Thank you so much.

[The prepared statement of Representative Watt appears as a
submission for the record.]

Senator FRANKEN. Thank you, Representative Watt, and the pur-
pose of this is to give a hearing to all these matters and issues.
Your complete written testimony will be made part of the record.

We are fortunate to have with us Chairman Leahy, who is the
author of the Video Privacy Protection Act, and I understand that
I left out Alan Simpson’s role when I touted

Chairman LEAHY. Alan was very important in that.

Senator FRANKEN. OK, so I apologize for that. He is a good
friend. Today this law, the Video Privacy Protection Act, is just one
of several critical privacy laws that the Chairman has written and
passed during his tenure in the Senate, so I turn it over to the
Chairman.

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Chairman LEAHY. I thank you very much, and it is good to see
my friend Congressman Watt. We have worked together on so
many things, from privacy issues to the Voting Rights Act, and I
appreciate that collaboration.

I should tell Chairman Franken—and I thank him for his respon-
sible leadership he has done on this issue of privacy—we
Vermonters come about it naturally. I see a smile from a friend of
mine in the audience who probably has heard this story more than
once, but one of the few things I have ever saved written about me
in the press—and I actually framed it—was a sidebar to a New
York Times profile.
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Now, to put this in perspective, you have to understand, my wife
and I live in an old farmhouse in Vermont on a dirt road. We cele-
brated our—well, actually had part of our honeymoon there nearly
50 years ago, 50 years ago this summer. And hundreds of acres of
land and fields that have been hayed and watched over by an ad-
joining farmer’s family from the time I was a teenager, and they
have known me since then.

So the whole story goes like this: On a Saturday morning, a re-
porter in an out-of-State car sees this farmer sitting on the porch
and asks, “Does Senator Leahy live up this road?”

He said, “Are you a relative of his?”

He said, “No, I am not.”

“Are you a friend of his?”

“No, not really.”

“He expecting you?”

“NO,”

“Never heard of him.”

Now, we like our privacy in Vermont. In the Digital Age, ensur-
ing the right to privacy is critical. But I think it becomes ever more
difficult as our Government and businesses collect and store and
mine and use our most sensitive personal information for their own
purposes—not ours, but theirs. Whether it is sensitive medical
records, private financial information, or personal thoughts and
feelings, I have worked, as so many others on this Committee have,
to ensure that Americans’ privacy rights are respected.

We talked about the Video Privacy Protection Act from 1988.
When I introduced the bill, I said that it was intended to help
make all of us a little freer to watch what we choose, without pub-
lic scrutiny. More recently, I have worked at protections for library
and book seller records in Section 215 of the USA PATRIOT Act.

Now, it is true that technology has changed, as the Chairman
mentioned that Justice Alito said, but I think we should all agree
that we have to be faithful to our fundamental right to privacy and
freedom. Today the social networking, video streaming, the cloud,
mobile apps, and other new technologies have revolutionized the
availability of Americans’ information. But they are also outpacing
our privacy laws. That is one of the things we have to think about.

So I continue to push to enact the Personal Data Privacy and Se-
curity Act to create a nationwide data breach notification standard
and better combat cyber crime. That is why I proposed a com-
prehensive review and update of the Electronic Communications
Privacy Act.

Recently some companies that dominate various aspects of cyber-
space have announced that they want to simplify matters so that
they can more easily track Americans’ activities across the board,
obviously to their own financial benefit. But I worry that some-
times what is simpler for corporate purposes is not better for con-
sumers. It might be simpler for some if we had no privacy protec-
tions, if we had no antitrust protections, if we had no consumer
protections. It would be simpler for some, but it certainly would not
be better for Americans. And I worry about a loss of privacy be-
cause of the claimed benefit of simplicity.

Privacy advocates and elected representatives from both sides of
the aisle have serious concerns and serious questions. We are look-
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ing for information and answers. When dominant corporate inter-
ests entice a check-off in order to receive what may seem like a fun
new app or service, they may not be presenting a realistic and in-
formed choice to consumers. A one-time check-off that has the ef-
fect of an all-time surrender of privacy does not seem like the best
course for consumers. I worry that the availability of vast stores of
information via corporate data banks also makes this information
readily available to the government, which has almost unfettered
power to obtain information with an administrative subpoena and
so-called national security letters. So I think we need to have com-
prehensive reform.

Now, Representative Mel Watt is a thoughtful leader on these
issues, and it is good that he is here, as well as those from cor-
porate America. But I am hearing from many privacy advocates
who have expressed concern about the privacy implications of the
House-passed proposal. A key concern is that a one-time check-off
of consent to disclose, mine, sell—sell, sell—and share information
does not adequately protect the privacy of consumers. And the
House’s proposal updating the law does not cover streaming and
cloud computing to the extent I would like. So we need to move for-
ward with a comprehensive review and update of the Electronic
Communications Privacy Act and also see how best to update to the
Video Privacy Protection Act.

I want to thank the Chairman for doing this, and I just want to
stress again that this Vermonter likes his privacy. And I especially
do not like it when somebody says, “We are just going to make life
simpler if we sell your privacy.”

Senator FRANKEN. Thank you, Mr. Chairman.

We are now going to go to the second panel. Thank you again,
Representative Watt. You were the first panel. Evidently a single
person can be a panel.

Senator FRANKEN. If the panel would come forward, I would like
to introduce our second panel of witnesses.

David Hyman is the general counsel of Netflix. Mr. Hyman has
served in this role for the past decade and has seen the company
grow tremendously during that period. Prior to joining Netflix, Mr.
Hyman was the general counsel of Webvan, an Internet-based gro-
cery delivery service. He received both his J.D. and B.A. from the
University of Virginia.

Bill McGeveran is an associate professor of law at the University
of Minnesota, where he specializes in information law, including
digital identity and data privacy. Before joining the university, he
was a resident fellow at Harvard’s Berkman Center for Interest
and Society and a litigator in Boston. Professor McGeveran re-
ceived his J.D. from NYU and his B.A. from Carleton College in
Minnesota. Finally, I should add that Professor McGeveran was
once a staffer for Senator Schumer back in the days in the House
of Representatives.

Marc Rotenberg is the executive director of the Electronic Pri-
vacy Information Center, which he co-founded in 1994. He chairs
the American Bar Association Committee on Privacy and Informa-
tion Protection and has edited several privacy law textbooks. Prior
to founding EPIC—that is, again, the Electronic Privacy Informa-
tion Center, EPIC—Mr. Rotenberg was counsel to Senator Leahy,
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where he advised the Senator on the law that we are considering
today, the Video Privacy Protection Act. He received his J.D. from
Stanford Law School and his B.A. from Harvard College.

Christopher Wolf is the director of the privacy and information
management practice at Hogan Lovells here in Washington, and he
is also the founder and co-chair of the Future of Privacy Forum. He
was the editor and lead author of the Practicing Law Institute’s
first treatise on privacy law and has authored numerous publica-
tions on privacy. He received his J.D. from Washington and Lee
University and his A.B. from Bowdoin College.

I want to thank you all for being here today. We will start with
Mr. Hyman.

STATEMENT OF DAVID HYMAN, GENERAL COUNSEL, NETFLIX,
INC., LOS GATOS, CALIFORNIA

Mr. HYMAN. Chairman Franken, Ranking Member Coburn,
thank you for the opportunity to testify today on the Video Privacy
Protection Act. My name is David Hyman. I have served as the gen-
eral counsel of Netflix since 2002: a time when streaming video
over the Internet to a “smart” TV was more the stuff of a sci-fi
miniseries than a topic of serious consideration in a board room,
much less a Congressional hearing. How far we have come in such
a short period of time. Today’s hearing is a testimony to the incred-
ibly dynamic and powerful innovation engine of our Internet econ-
omy.

Netflix was founded in 1997 as a DVD-by-mail service. To many,
the use of the Internet and the Netflix Web site was nothing more
than a way to submit orders for physical disc delivery. But for
Netflix, we saw an opportunity to use technology in a way that
helped consumers discover movies and TV shows they would love,
as well as provide business opportunities for content producers and
distributors. The popularity of our DVD-by-mail service grew rap-
idly. But with innovation deeply rooted in our corporate DNA, we
continued to research and try new and compelling consumer offer-
ings. We were an early pioneer in the streaming of movies and TV
shows over the Internet to personal computers. And in 2008, we
began to deliver instant streaming video to televisions through the
use of a handful of Internet-connected devices. Today, more than
21 million consumers in the United States use the Netflix stream-
ing service on more than 700 different types of Internet-connected
devices, including game consoles, mobile phones, and tablets. And
in the last three months of 2011, we delivered more than two bil-
lion hours of streaming movies and TV shows to those consumers.

At the same time that the Netflix streaming service has seen
such uptake by consumers, the world of social media has exploded
in popularity. Embodied by the growth of Facebook, the social
Internet offers tremendous opportunities for consumers and busi-
nesses. Netflix believes that social media offers a powerful new way
for consumers to enjoy and discover movies and TV shows they will
love. To this end, we have been offering our members outside the
United States the opportunity to share and discover movies with
their friends through the Facebook platform. While it is early in
the innovation process, we have seen strong consumer interest in
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our social application, with more than half a million subscribers
outside the United States connected with Facebook.

Unfortunately, we have elected not to offer our Facebook applica-
tion in the United States because of ambiguities in the Video Pri-
vacy Protection Act. Under this law, it is unclear whether con-
sumers can give ongoing consent to allow Netflix to share the mov-
ies and TV shows they have instantly watched through our service.
The VPPA is an unusual law; unlike most Federal privacy statutes,
the VPPA could be read to prohibit consumers who have provided
explicit opt-in consent from being able to authorize the disclosure
on an ongoing basis of information they so desire to share. The fric-
tion that this ambiguity creates places a drag on social video inno-
vation that is not present in any other medium, including music,
books, and even news articles.

Recognizing this, the House recently passed a bipartisan bill,
H.R. 2471, that clarifies consumers’ ability to elect to share movies
and TV shows they have watched on an ongoing basis. H.R. 2471
leaves the opt-in standard for privacy within the VPPA undis-
turbed. Netflix supports the opt-in standard and believes that this
approach is workable and consistent with our members’ expecta-
tions and desires.

The VPPA singles out one type of data sharing. Instead of trying
to graft specific notions about video privacy from almost 25 years
ago into the dynamic information age of today, we would encourage
a measured and holistic review of privacy for the 21st century, one
designed to foster continued innovation while balancing the desires
and privacy expectations of consumers. Such a review will under-
standably take considerable time and effort, and we are ready to
assist. In the interim, it is our hope that the Senate will see the
value in clarifying the right of consumers to opt in to ongoing shar-
ing under the VPPA and quickly approve H.R. 2471.

Again, I thank you for the opportunity to be here today, and I
look forward to your questions.

[The prepared statement of Mr. Hyman appears as a submission
for the record.]

Senator FRANKEN. Thank you, Mr. Hyman.

By the way, your complete written testimony will be made part
of the record.

Professor McGeveran.

STATEMENT OF WILLIAM MCGEVERAN, PROFESSOR, UNIVER-
SITY OF MINNESOTA LAW SCHOOL, MINNEAPOLIS, MIN-
NESOTA

Mr. McGEVERAN. Thank you. Chairman Franken, Ranking Mem-
ber Coburn, and Members of the Subcommittee and staff, thank
you for inviting me to testify here today.

My name is William McGeveran. I am a law professor at the
University of Minnesota. My teaching and research focus on Inter-
net, privacy, and intellectual property law. In that context, I have
written about the Video Privacy Protection Act, which I consider a
model for privacy legislation more generally.

Now, unquestionably, there are enormous benefits to the online
recommendations we get from friends through sources like
Facebook or Spotify, and I myself use social media and those rec-
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ommendations heavily. But the potential problems are serious too,
as others have noted. In one article, I argued that the key to get-
ting that balance right is securing genuine consent. That means an
individual sent a social message intentionally, not by mistake. If
we have too many accidental disclosures, we undermine the privacy
of personal matters and also the accuracy of the recommendations,
the fact that our friend really wants us to see this movie rather
than passively letting us know that he saw it and it turns out
maybe he did not like it very much. The VPPA is designed to se-
cure that sort of genuine consent.

I want to emphasize three points: first, the important interests
behind the VPPA; second, the fact that amendments are not nec-
essary to keep up with technology; and, finally, the problems with
H.R. 2471.

First, the VPPA safeguards important interests, as others have
noted. Why else did a newspaper reporter think Judge Bork’s rent-
al history might be interesting in the first place except that it
would be revealing of something about him?

In my view, the greatest flaw in the existing VPPA is its limita-
tion to video, which arises from a historical accident around its en-
actment. Unintended disclosure of a user’s choices of books, music,
films, or Web sites can also constrain the capacity to experiment
and explore ideas freely. If the Committee revisits this statute, I
believe you should consider extending protection to reading and lis-
tening habits as well as viewing. That was part of the intent of the
California Reader Protection Act, which took effect at the beginning
of the month. In general, the law ought to protect private access
to any work covered by copyright, not just movies.

Second, the VPPA, in its current form, already allows video com-
panies to implement social media strategies, including, if they
wish, integration with Facebook. Now, it is true that the VPPA re-
quires opt-in consent every time a viewer’s movie choices get for-
warded to a third party, and that includes friends in a social net-
work. That is not an ambiguity. That is actually clearly what the
law says.

But it is actually easier to satisfy those requirements online than
off. The statute’s authors, after all, such as Senator Leahy, envi-
sioned a video rental store getting the customer to sign a separate
document with pen and paper every time in person. On the Inter-
net, by comparison, each time users push the button to play a
movie, they could be offered a “play and share” button right along-
side it allowing them to both show the video and post that informa-
tion in social networks.

I think it would be quite radical to assert that an electronic for-
mat does not fulfill the requirement for written consent under the
statute. That interpretation would undermine every clickwrap and
“I agree” button that is on the Internet. It is contrary to the E-
SIGN Act and to all the case law I have seen.

I think the real objection here is not about technology. It is a dis-
agreement with the VPPA’s explicit policy choice to get case-by-
case consent rather than a one-time authorization.

Finally, I do want to note that H.R. 2471 has a lot of problems
and misses some opportunities for reasonable compromise. I will
just note a few.
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Changes to the statute apply to every disclosure, not just those
in social networks. By rushing to address Netflix and Facebook, the
bill reduces privacy in many other settings, from law enforcement
to behavioral advertising. By specifically mentioning the Internet,
I am concerned the bill may foreclose electronic consent through
other technologies such as cable or satellite, and that is a real con-
cern.

The provision for withdrawing consent says nothing about how it
is supposed to be done. That vagueness may, apparently, permit
companies to comply by making it easy to give consent but very
cumbersome to withdraw that consent.

Most important, the bill passed by the House replaces a robust
consent provision with a very weak alternative. There may be other
ways to get genuine consent than what is offered in the VPPA. For
example, what about general authorization with a short time limit,
say one month, and granular, clear opt-out for individual postings?
I urge the Committee and the bill’s supporters to explore those
sorts of creative compromises to streamline the VPPA for the 21st
century without vitiating its important protection for individual
privacy.

Thank you, and I look forward to questions.

[The prepared statement of Mr. McGeveran appears as a submis-
sion for the record.]

Senator FRANKEN. Thank you very much, Professor.

Mr. Rotenberg.

STATEMENT OF MARC ROTENBERG, EXECUTIVE DIRECTOR,
ELECTRONIC PRIVACY INFORMATION CENTER, WASH-
INGTON, DC

Mr. ROTENBERG. Mr. Chairman, Senator Coburn, thank you very
much for the opportunity to testify today.

As you know, there are few issues of greater concern to Internet
users than the protection of privacy. In fact, according to the Fed-
eral Trade Commission, over the past decade the top concern of
American consumers has been privacy and identity theft, so the
hearing that you are holding today is very important, very timely,
and of great concern to a lot of people.

I wanted to begin by talking about the purpose and passage of
the Video Privacy Protection Act. As you suggested, Mr. Chairman,
in many ways this was a smart and forward-looking piece of legis-
lation. Among the various provisions that Congress enacted 25
years ago was one that said let us not keep personal information
longer than is necessary. Today we have an enormous problem in
this country with data breaches, identity theft, and companies
keeping data on their customers and their clients for much longer
than they should. Fortunately, in this area there are strong safe-
guards that have prevented and protected users of these new serv-
ices from those types of problems.

What the Video Privacy Protection Act sought to do was to deal
with the new reality in video services. Prior to the mid-1980s, as
you know, most people watched broadcast television or saw movies.
There was very little collection of personal data about individuals’
particular movie preferences. And so when the story broke about
the access to Judge Bork’s video rental records, Congress appro-
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priately said we need to put in place some safeguards for that in-
formation that businesses were now able to collect.

Now, the act establishes a strong presumption in favor of pri-
vacy, but it is not a prohibition against disclosure. Individuals al-
ways have the right to consent to disclosure. Law enforcement has
the right under a court order to get access to records in the course
of an interrogation. And even for marketing purposes, personal in-
formation can be disclosed, and this is the key provision that I
would like to draw your attention to, because there was an impor-
tant compromise that the Congress struck when they were consid-
ering the act. They said when it comes to the fact that someone
may happen to be a customer of a video service, there really should
be few restrictions on disclosing that fact, and the privacy protec-
tion was essentially an opt-out. Congress even said that if the com-
pany wanted to disclose the fact that a person was interested in
science fiction movies or mystery movies or action adventure, com-
panies in those circumstances as well could disclose those facts
simply with the opt-out protection.

But when it came to the actual titles of particular movies that
would reveal so much about a person’s personal interests and the
likes, Congress said, well, there we need a higher level of protec-
tion. That should really be opt-in. And if a person chooses in a par-
ticular case to disclose that information, they should be free to do
so, and the act allows for it.

Now, I want to say very directly to Netflix that this argument
that they are making that this law somehow stands in the way of
integration with Facebook is simply not right. They have the free-
dom today under the law to note when Netflix users are using
Netflix services. They can even go the next step and talk about the
types of movies that their customers are viewing. What the law
tries to do is establish a line at the point that the company wants
to say, “And here is the particular movie that one of our users is
now viewing.” That is where the law says, please, in those cir-
cumstances, get opt-in consent.

Now, I want to make a further point here because I actually be-
lieve that many of the House members who voted for this bill do
not fully understand the consequence of the amendment. It is not
just the friends of that individual to whom the fact of the specific
movie viewing will be disclosed. It is also to Netflix business part-
ners, and it is also potentially to law enforcement, because what
Netflix is asking users to do is to provide a blanket consent that
gives them the opportunity to disclose specific movie viewing to any
party under any circumstance that Netflix chooses to. This knocks
out the cornerstone of the act. It takes away the key provision that
was put in place to give users meaningful consent.

Obviously, I do not think this is going to support online privacy
and, frankly, I do not think Netflix users want this provision. But
I do think changes could be made to the act to modernize it and
to update it. I think it should be applied to all streaming services.
I think that data destruction provision needs to be coupled to the
private right of action. I would also like to see more transparency
so that users of the service actually know how their personal infor-
mation is being used, and I think companies should be required to
routinely encrypt the data they collect. Those types of changes to
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the act actually would update it, would continue to promote a via-
ble and useful service for many users, and I hope they will be con-
sidered by the Committee.

Thank you.

[The prepared statement of Mr. Rotenberg appears as a submis-
sion for the record.]

Senator FRANKEN. Thank you, Mr. Rotenberg.

Mr. Wolf.

STATEMENT OF CHRISTOPHER WOLF, DIRECTOR, PRIVACY
AND INFORMATION MANAGEMENT GROUP, HOGAN LOVELLS
LLP, WASHINGTON, DC

Mr. WoLF. Thank you, Chairman Franken, Ranking Member
Coburn, and Members of the Subcommittee. My name is Chris-
topher Wolf, and I am a privacy lawyer at Hogan Lovells, where
I lead that firm’s global privacy practice. I am also a privacy advo-
cate. As part of my pro bono work, I won a leading case against
the government for violating the Electronic Communications Pri-
vacy Act. I am part of a group advising the OECD on its privacy
guidelines. I am on the EPIC Advisory Board, and I founded and
co-chair the Future of Privacy Forum, a think tank with advisory
board members from business, consumer advocacy and academia,
focused on practical ways to advance privacy. I am pleased that
Professor McGeveran is a member of that advisory board.

Fundamentally, privacy is about control. Indeed, a principal goal
of privacy law is to put choices and decisions in the hands of in-
formed consumers. With the advent of video streaming and social
sharing, the Video Privacy Protection today stands in the way of
consumers’ exercising control and, thus, limits their choices and
even limits free expression.

The VPPA, enacted nearly a quarter of a century ago during the
Betamax era, was designed to prevent prying into people’s video
rental history. The purpose of that law was not to stop people from
sharing information about the videos they watched or to dictate
how they share. Indeed, the law’s laudable purpose was to give con-
trol and choice to consumers, to let the consumers decide whether
and how to share their video-watching information.

In 1988, when the VPPA was enacted, no one dreamed of stream-
ing video and social sharing. So when that pre-Internet era law is
applied to the world of online video and social media, it can be read
to frustrate the choices of consumers to authorize the disclosure on
1an ongoing basis of the streaming movies they have watched on-
ine.

For many people, automatic sharing in social media is how they
shape their online identities and how they share ideas. Facebook
users commonly utilize a one-time authorization, a durable sharing
option, to share a wide range of information with their friends. But
when it comes to sharing their online video experiences, the law
gets in the way.

Take a person who is an avid video watcher watching 100 short
videos per week. She wants to share every video she watches with
her friends, just as she shares every song she listens to on the
streaming music service Spotify and just as she shares every item
she reads online on the Washington Post through a Facebook social
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sharing app. But current law suggests she is not fit to make the
frictionless sharing decision with respect to videos she watches.
Should this video file have to opt in 100 times per week? Does
making her do so serve any purpose other than to annoy her and
to take needless time? The constant, legally required interruption
to her online experience harkens back to the day when pop-ups had
to be clicked on to proceed online. Our frequent video viewers
should be given the opt-in choice to share all of her viewing experi-
ence if that is what she wants.

In contrast to the restrictions of the VPPA, there are no legal re-
strictions on her ability to socially share every e-book she reads.
Through a durable sharing option, she easily can share the fact
that she read the book entitled “The Godfather,” but the law stands
in the way of her similarly sharing the fact that she watched the
movie entitled “The Godfather.” That makes no sense.

Of course, not everyone wants to share their viewing experiences
with their friends online, and they do not have to share. And if
someone prefers to share their video-watching experiences on a
case-by-case basis, he or she can do so manually, just as people oc-
casionally post news stories they read on the Washington Post on
Facebook rather than choosing the automatic sharing option.

Similarly, a person who chooses to share on a continuous basis
can disable the share function before watching a streaming video
that he or she wants to exclude from online post, such the “Yoga
for Health” video that Senator Franken referenced.

In order to clarify the uncertainty of the language in the VPPA
on disclosures, I support an amendment such as H.R. 2471 allow-
ing durable sharing choice for consumers, which in turn will permit
frictionless social sharing. I agree that as a privacy best practice,
the durable choice option should be opt in and presented promi-
nently, separate and distinct from the general privacy policy and
the terms of use of an online service. That is genuine consent.

I join the Center for Democracy and Technology in concluding
that such an amendment will not undermine the fundamental pur-
pose of the VPPA. Even though some Senators personally may feel
that sharing all the movies one watches is, to use a phrase not
heard much anymore, TMI, too much information, people should as
a matter of free expression be able to share as they choose, and
companies should not face legal penalties for providing them with
that choice.

As governments around the world, including our own, consider
ways to improve their privacy frameworks, there are big decisions
to be made, as Representative Watt pointed out in his presentation.
Starting a legislative process in the name of privacy protection
through which lawmakers decide case by case what information
and by what means consumers can share online seems terribly ill-
advised. In contrast, amendment of the VPPA to permit full user
choice and control fits squarely within the preferred privacy frame-
work, one that empowers consumers.

Thank you for the opportunity to appear here today. I look for-
ward to your questions.

[The prepared statement of Mr. Wolf appears as a submission for
the record.]

Senator FRANKEN. Thank you, Mr. Wolf, for your testimony.
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Let me start with Professor McGeveran because I want to make
a few things clear about what this bill does and does not do. I
talked a little in my opening statement—or about what the amend-
ment does and does not do, about what the video—I talked about
what the Video Privacy Protection Act does. I want to talk for a
moment about what it does not do. A lot of people have been saying
that the Video Privacy Protection Act actually prohibits people
from sharing their viewing habits on social networking. In fact, one
article said that, “An antiquated 1988 bill called the Video Privacy
Protection Act forbids the disclosure of one’s video rental informa-
tion even if the renter is OK with the disclosure.”

Is that right, Professor McGeveran? Does this law prevent—and
I am talking about the VPPA—video companies from integrating
into Facebook or other social networking sites even if the user
wants them to?

Mr. MCGEVERAN. No, it is not right, Senator. The underlying ex-
isting statute, which I am concerned it is called “antiquated” since
that is the year I graduated from high school. But the statute re-
quires consent every time. But as I mentioned in my opening state-
ment, that can be done simply by saying here is a button to press
when you play the movie, because presumably you have to press
a button to play the movie, and right next to it here is a button
to both play and share. You can post. You just have to be asked
every time you see a movie online. That seems relatively easy to
effectuate.

Senator FRANKEN. So it would be easy to say I can share.

Mr. MCGEVERAN. That is right.

Senator FRANKEN. Mr. Wolf talked about it would be really easy
to disable the sharing, but is there anything in the amendment
that says how that would happen? Could an online video company,
one less scrupulous than Netflix, just have it really hard—is there
anything in the law that would prevent them from making it al-
most impossible to figure out how to disable it?

Mr. MCGEVERAN. In the House bill, the way it is set up now, it
says that you could enable consent until you took it away, but
there is nothing in the bill that gives any requirements about how
that would be done.

Mr. Wolf mentioned some best practices. You know, I think a
scrupulous company would make it easy. But this law is not only
going to apply to companies that we believe are going to do the
right things, and it does not—the company could have no button
or access anywhere on its Web site to do this. It could perhaps
have no explanation on its Web site that you had the right to do
this, and it would be up to the consumer to figure it out. And the
House bill allows that kind of arrangement.

Senator FRANKEN. OK. I just want to make that kind of clear,
that to opt in to sharing a video, what movie you are watching,
would be no more burdensome than just watching the movie itself.

Mr. McGEVERAN. Under current law.

Senator FRANKEN. So, in other words, press one button. However,
disabling the overall consent to watch everything could be impos-
sible to find, essentially.

Mr. McGEVERAN. That is right. The House bill does not——

Senator FRANKEN. Mr. Rotenberg, do you agree with that?
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Mr. ROTENBERG. I think this is a very important point, Senator,
and also what Professor McGeveran has pointed out is that there
are innovative ways to allow individuals to click, you know, “play
and share”. There is the integration, and there is the disclosure, or
to simply click “play,” which is I just want to see a movie, I do not
need to tell the world about it. But the point that you are making
which is of particular concern to us is under the House approach,
once you basically have “play and share stuck,” that button setting,
it may be very difficult to unstick because there is nothing in the
proposal that would make it easy to withdraw the consent.

Senator FRANKEN. OK, thank you.

Mr. Hyman, there is no company that better exemplifies the
promise of streaming than Netflix. Netflix introduced its streaming
in 2008. Today 90 percent of Netflix’s 24 million subscribers have
streaming subscriptions; only 45 percent have DVD subscriptions,
and that number is dropping. In fact, if you look at “About Us,” the
“About Us” section on Netflix’s Web site, the word “DVD” does not
appear once. It is all about streaming, and for good reason, because
that is the future of video.

I mentioned in my opening statement that there may be some
disagreement as to whether or not streaming video companies are
covered by the Video Privacy Protection Act. Mr. Rotenberg sug-
gested in his testimony that it would be helpful to change language
in the Video Privacy Protection Act to confirm that it does, in fact,
cover streaming video companies.

Mr. Hyman, would Netflix support doing that?

Mr. HYMAN. Mr. Franken, Netflix would probably not—we would
not support that. I think the issue for us is really one of what is
video in the future and how do you think about that in the Internet
age. Video embedded into news stories, does that become a news
story or is that streaming video? Music videos, is that music or is
that videos? Books. You know, I recently read a book called “A
Visit from the Good Squad,” which is a very good book. Interest-
ingly, it uses in there texting. It has a PowerPoint presentation.
You can imagine in the future that books will incorporate video.
Does that now mean that that is covered by the VPPA?

So I think we have a host of issues relative to what is video in
the future, and so just extending the Video Privacy Protection Act
into the Internet raises a host of issues, and I think there is a host
of other players that need to be involved in that.

So, again, as we mentioned in the testimony, a holistic approach
and a comprehensive approach would be one that Netflix would
support and be involved in, but merely taking the VPPA and say-
ing it applies to streaming, I think, opens a whole host of issues
that need to be carefully addressed.

Senator FRANKEN. Would anyone care to address that in terms
of—because I do not think this amendment is comprehensive at all.
And so I think you raise a lot of great issues about this, but it
seems to me to say that since the VPPA applied to what we think
of as movies, movies are going to be streamed.

Mr. HYmMAN. They are.

Senator FRANKEN. They are going to be. So that this law, it
seems like that you need to apply streaming to this, and I am trou-
bled by your excluding, trying to exclude streaming at all.
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Does anyone have anything to say about that?

Mr. ROTENBERG. Well, Mr. Chairman, I think perhaps the advo-
cates of that approach are drawing the wrong line. The Video Pri-
vacy Protection Act was not trying to regulate technology. It was
not saying we will treat, you know, video rental cassettes in one
way and other things in a different way. It actually says similar
materials should be treated in a similar way.

What the act is trying to do is regulate the collection and use of
personally identifiable information, and the reason you need to do
that in the digital world is because when you move from broadcast
of television and movies to this kind of one-to-one service offering,
these companies are now collecting a lot of personal information
about their customers. And so what the law tries to do is to say
if you are going to collect all that data, then you need to protect.

And I think the other point that should be brought out as we
think about these new techniques for delivering of video is that
companies today are collecting a lot more information than they did
25 years ago. And so I would think that the inclination at this
point in Congress would actually be to strengthen the law, recog-
nizing how much more information is collected.

Senator FRANKEN. Well, thank you. We will go to another round.
I have run over my time. We will go to the Ranking Member, Sen-
ator Coburn.

Senator COBURN. First of all, let me thank you for your testi-
mony. I learned a lot from what you had to say. And I am prone
to agree with the Chairman on his concerns about this bill as I look
at it. And I really do not see a big difference from granting permis-
sion one click at a time to a blanket consent. But I also think pru-
dence in terms of protection of privacy ought to be the thing that
ought to guide us.

There is no question Netflix with their policy throughout the rest
of the world that is not available here to online consent for that
gives them an asset, my asset, my privacy asset, that I readily give
to me if I am one of those that grants a blanket consent somewhere
outside this country. I am giving them something of value that
they can use to make money off of. And I am not sure—I am torn
between whether we have the right to tell somebody whether they
can grant a blanket consent or not. I do not know that that is our
role. But I know it is our role to be concerned about the ultimate
privacy protection that individuals deserve.

So I would go back and I would ask the professor if he would give
us a little further dissertation on what he thinks or means by the
words “genuine consent.”

Mr. McGEVERAN. Thank you, Senator Coburn. The idea behind
genuine consent is to say that it is thought out, it is intentional.
We are helping a consumer, a customer, to post the information
that he or she wants to post.

I might have more sympathy toward changing the existing VPPA
if I thought it did, in fact, make it very difficult for people to do
that, because I think that recommendations of movies to our
friends are really valuable. I learn a lot about movies I would like
to see by hearing about them word of mouth from my friends. But
as I mentioned before, what we have online is the capacity to make
it very easy to secure a decision each time from the user, to say
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yes, I do intend to share this information now about this movie
now. And the ability to say it for all movies in advance, we are not
actually inconveniencing the user very much in an era where you
are going to have to push either just one button or the other. So
I would say genuine consent is making sure that it is intentional.

Senator COBURN. So when I go through Dallas airport and use
Dallas’ wi-fi, at the bottom of that every time is “I consent,” I agree
to their terms. Now, how many of you in this room have ever read
that three pages of very fine print to say you agree to consent?

Mr. MCGEVERAN. Well, I have, but that is my job.

Senator COBURN. Yes.

[Laughter.]

Senator COBURN. But you are a rarity.

Mr. MCGEVERAN. I am.

Senator COBURN. And so the fact is, what you are saying is what
is wrong with making a considered judgment each time.

Mr. MCcGEVERAN. Exactly.

Senator COBURN. Mr. Wolf.

Mr. WoOLF. Senator, I think you pointed out the problem with
that, that when consumers are presented with choices over and
over and over again, they tend to tune them out, and they will ig-
nore them, and they will have no meaning whatsoever. They will
just click through it to get to the function that they want to exer-
cise.

Senator COBURN. Well, let me bring you back to this point. If the
question that comes up on my iPad is, Do you want to share this
information through your social media?, and I have to say yes or
no, that is all that is going to be required for Netflix to put up with
each movie: Do you want this to be shared? You have to make a
decision there. That is a one-line statement, which is very different.
So if I am looking at a movie, an Arnold Schwarzenegger, which
my wife hates but I love the action in them, and I am going to
make a decision that I want everybody to know I am watching Ar-
nold Schwarzenegger, and I am going to have to—it is one sen-
tence. I am going to have to make that decision. Why is that not
protecting the rights rather than blanket, and, “Oh, I forgot about
it,” or “I am hung over from the night before, and I am not think-
ing clearly,” so, therefore, I have already granted—and I punched
a button on something that I really do not want shared.

The question is: Should we err on the side of privacy, or should
we err on the side of commerce? And that is the real rub here. That
is the thing that we have to decide.

Mr. WoLF. I actually do not think that is the choice. If a con-
sumer wants to share everything on their Facebook page, as many
do—they share every article they read in the Washington Post,
every book they read, every song they listen to. It is not a choice
you or I might make, but a law that takes away that choice really
ignores that there are people who want to do that. And as long as
they are informed of the consequences of doing that and provided
an opportunity—and I agree with the professor that the oppor-
tunity ought to be just as easy as it is to opt in—then I really do
not see how it is the business of Congress to dictate how and when
people share.
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Again, we are talking about legislating today, but we have no
idea what the sharing techniques will be 20 years from now. And
I will leave this to Mr. Hyman, but I understand that there are
some devices to access Netflix where you cannot have that button
or it is not easy to have that kind of button that you are talking
about.

Senator COBURN. That is fair. The point is there is a rub. There
is a rub. And the argument is not simply that we are going to take
away somebody’s right to share. And it is not being a Big Brother.
I will go back. I believe the decision is between protecting privacy
and promoting commerce, and I think we ought to be able to figure
out how to do both.

Mr. WoOLF. But I get back to my fundamental point, that privacy
is and has all along been giving people the choice to control their
information and who sees it and how it is disclosed.

Senator COBURN. So there is no limitation to that choice if I get
to make that choice each time. You are still giving them the choice.
You are still giving—actually, we had a reference to the testimony
that some think that the ability to use Spotify right now ought to
have a choice each time. Is that not true? Did I not get that infer-
ence from your statement, Mr. McGeveran?

Mr. MCGEVERAN. Spotify is not set up in a way that would be
compliant with the VPPA if it were video because your scroll of
songs is sent out to all your friends automatically.

Senator COBURN. Yes, but the point is, was it not your inference
that you thought maybe people ought to be making decisions on
that as well?

Mr. MCGEVERAN. That is right. I think the same thing, you press
a “play” button for a song, you should be making a choice time by
time whether that is something that goes out.

Senator COBURN. So the question is how big of a choice do you
make and whether you reconsider it. The question I would have
technically is if I opt in for all of it, each time Netflix brings me
a movie, do I have the option to opt out of that? In other words,
do I have a default button that goes out?

Mr. WoLF. Again, I think the opt-out option ought to be easy,
but, you know, there are people who have webcams and they leave
them on all the time, and some people think that is ill-advised,
they are oversharing, it invades their privacy. Imagine a law that
Congress passes that says that the webcam as a matter of law will
be turned off once every 24 hours, and you have to make the choice
to turn it back on. That just has never been the business of Con-
gress to tell people how they publish, how they share, and with
whom they share. Privacy is about allowing people that choice.

Senator COBURN. Again, I do not say your arguments do not
carry large weight. I am just saying in terms of effectuating the
protection of privacy, how are we going to do that? Let us say we
go to this and we are going to have an opt-in. Where are the details
on the opt-out?

Mr. WoLF. Well, I agree, that needs to be——

Senator COBURN. It is not in there.

Mr. WoLF. That needs to be specified. But I really caution
against the slippery slope of controlling every kind of information
and every kind of technology in terms of how people share.
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Senator COBURN. We are not controlling it. What we are saying
is you got to make a choice, and, you know, the question——

Mr. WoLF. But only the choice you want them to make, not the
choice that is available as to other information.

Senator COBURN. No, no. There are two choices: opt in or opt out.
The point is you got to still make the choice with your privacy, and
I think there is a legitimate concern that if you opt in, will you
have the same presence and available information to opt out. So
the question I would have of Netflix is, if you have this or where
you have it in Europe, does somebody every movie have an oppor-
tunity to opt out?

Mr. HYMAN. On the current implementation in Europe, there is
an opt-out, do not share opportunity, beginning——

Senator COBURN. Every time?

Mr. HYMAN. Every time. As Mr. Wolf pointed out, certain devices
because technologically do not support that, it is not available on
every device. It is available through the computer on every device,
and you can unshare afterwards. But the implementation that we
have made is you start the movie, the presumption is sharing, and
there is a “do not share” button that you can click afterwards, right
when the movie starts. Anytime you deal with the movie, you can
elect to not share. And then after the movie is displayed on
Facebook, you can go back and adjust your setting within Netflix
to unshare that. There are also sharings that you can do in the
Facebook side.

Senator COBURN. So here is my question: What is the difference
between an unshare opt-out and a share opt-out? They are both
asking the same question. One is a presumption you are going to
share all the time, but you are still making a decision each movie,
unshare or not unshare.

Mr. HYMAN. Well, one is opt in and one is opt out.

Senator COBURN. Yes, but the point is the decision for privacy is
still made individually on every movie that they send down the
stream. So what is the difference of having an opt-in or an opt-out?
It defeats your whole argument. They have the same thing.

Mr. WoLF. It does not defeat my argument, because I do not
think it should be a matter of law.

Mr. HymaN. I was going to say, I was going to echo—that is our
implementation. Under the H.R. 2471, that is not required under
law.

Senator COBURN. I understand that.

Mr. HyMAN. We have done that because that is what we believe
consumers want. I think the issue for us at the highest level is
really an informed consent. I think most everyone on this panel
agrees, I think, philosophically on making sure that consumers un-
derstand what information they are disclosing or how their infor-
mation is being handled. So at the high level, I think we are all
coming to it from the same approach. I think there is a philo-
sophical difference that in some way you highlighted on: Is it opt
in, is it opt out, or is it—you know, how does Congress control the
way in which consumers can share, are available to share? The
presumption that we are trying to advocate for in connection with
supporting H.R. 2471 is that it is really within the consumer’s con-
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trol to elect to do that if they so desire. It is an opt-in mechanism,
and it is one in which they should be able to get informed consent.

I think there is a question on this panel of whether or not con-
sumers can ever give informed consent. On our side, I think we
would take the position that, yes, consumers can give informed con-
sent. And, in fact, under the legislation there is a specific opt-out
so that it is not buried in some terms of use, which we are in sup-
port of. So the issue about

Senator COBURN. But if privacy is so important and if everybody
at the table supports that, what is wrong with having the reminder
that you are sharing your privacy? If it is that much of a value,
if personal property rights and privacy rights are that important,
what is wrong with having a reminder that you are giving away
your privacy rights? If it is a value to be protected, if it is a virtue
to be protected, your privacy, then what is wrong with the govern-
ment saying there should be a reminder that you are giving your
privacy away? What is wrong with that?

Mr. WoLF. There ought to be reminders, and government ought
to support education of consumers through cyber education of kids
to tell them what harm they might do themselves online by sharing
TMI. But the number of reminders one would need every day
would be in the thousands

Senator COBURN. I do not need any reminders because I do not
share anything.

[Laughter.]

Mr. WOLF. You are sharing your ideas right here, Senator.

Senator COBURN. But the point is I have to, under the ethics law,
fill out forms at the end of every year, and I have to get that. As
a part of participating in the Senate, there are certain things I
have to do as part of my responsibility. But the point is, if privacy
is of that value and you value that privacy and the protection of
that privacy, what is wrong with us saying you need to have a re-
minder, to me, the Chairman, a 12-year-old, that you need to have
a prompt to say you are giving away your privacy?

Mr. WoOLF. So I can imagine someone opening up their mobile
phone and they are about to talk in a public place and there is a
law in Congress that says a pop-up has to appear that says, “You
are in a public place. This is a reminder that you may be revealing
private information about yourself. Click here to proceed.”

Senator COBURN. You can imagine that. Again——

[Laughter.]

Mr. WoLF. Well, it is not so far away from what you are describ-
ing, Senator, because if we are going to require it for videos, there
is no reason why we would not require it for all the other informa-
tion that people choose to share. That is the world we live in. Cer-
tainly they should be given the right not to share, and they should
be given the choice not to share. But I really do not think it is the
job of Congress on such a granular basis to make that choice so dif-
ficult.

Senator COBURN. Well, what is difficult? They are having to pop
the button now to say do not share. There is no difference. They
are hitting the button share and unshare right now, so what is dif-
ficult about saying share versus unshare?
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Mr. WoLF. I actually do not know what the experience has been
in Europe with that and whether consumers object to it, whether
they think it interferes with their experience or not.

hSenator COBURN. He just testified that his consumers wanted
that.

Mr. WoLF. I know it is available.

Mr. HYMAN. One issue, Senator, is that technology changes over
time. So in order to implement that technology today, we are able
to do it on certain devices. On other devices we are not able to do
it. You know, and older legacy devices, we cannot go back and
change those because of the way they have been designed. So, you
know, people who have paid for some of our devices before now will
not be able to take advantage of that feature because we cannot
give them opt-out every time because Congress has told us we have
to give them an opt-out every time?

I think the issue for us, again, is, you know, giving that control
to the consumer, and if the consumer so elects to share on an ongo-
ing basis, and perhaps even you could say to opt out of the notice
to unshare, if they do not want to be bothered by it every time be-
cause that is inconvenient for them, they have chosen to give their
movie watching onto Facebook or other social media platforms,
should it be a law that they cannot do that? And I think from our
perspective, it is very important that the consumers understand
what they are doing and be given a choice. But to dictate exactly
how that is implemented, especially in a dynamically changing en-
vironment in technology, I think it is important to be careful.

Senator COBURN. So what is wrong with what you just sug-
gested, is you have an ability to opt out and then you have the abil-
ity to opt out of the opt-out question? What is wrong with that?

Mr. HYyMAN. Fundamentally, I think that is fine, as long as you
i:an get to the—you know, the way in which the process works, as
ong as

Senator COBURN. Let me say it again. I am going to give you con-
sent, Netflix, to share my movies. And then when a movie comes
up, do you want to opt out? Or would you like to not see this screen
again for six months and let all your sharing continue in your opt-
in? In other words, for those that want to share everything, do not
send me the reminder.

Mr. HymaN. If that is what consumers want the way in which
we would implement it, I am fine doing it. I have a little bit of
trouble having that being legislated because I think over time that
may change. It may be that six months is not the right amount of
time. Is it three months? Is it a year? Is it never for certain people?

So in that sense, I think, from my perspective—I think the fun-
damental of taking a principle-based approach of consumers having
control and consumers understanding what they are opting into or
not opting into at their choice is the important thing that, you
know, we as a people and you as legislators ought to focus on that
fundamental.

And then the way in which it gets implemented, because things
change over time, given technology, given the way people share and
change, that should be somewhat left to being implemented.

Senator COBURN. OK, great point. Thank you, Mr. Chairman.
Sorry I went over.
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Senator FRANKEN. Not at all. I thought that was a very good line
of questioning. I think it brought out a lot of great things, and we
may not go to a second round because I was afraid that the Rank-
ing Member would not be able to get enough time if he only got
one round. But the Ranking Member went into a lot of great
points, started early with an alcoholic husband who is afraid of his
wife. I thought that was a good point. You might have a hangover
and watch something his wife does not approve of. I thought that
was a very good point.

That is a joke. I was kidding.

[Laughter.]

Senator FRANKEN. I think——

Senator COBURN. I am just not old enough to appreciate your
humor.

Senator FRANKEN. No, I do not think it is that. I think that was
probably—I think that joke curved foul.

[Laughter.]

Senator FRANKEN. But I think we do not need another round, but
I think we—unless anyone wants to respond to a couple of observa-
tions I have here, because I think, Mr. Hyman, you said that it
would not be buried in the terms of agreement, the ability to opt
out. We do not know that. This piece of legislation does not say at
all how opting out would work.

Mr. HYMAN. Actually, in 2471, there is a specific provision that
was added in an amendment that said the actual agreement to
share has to be separate and distinct from other legal and financial
terms.

Senator FRANKEN. Yes, but not to opt out of the agreement.

Mr. HYMAN. Correct. The opt-out is not.

Senator FRANKEN. So that is the point. And you said that that
would not be buried in the terms of agreement, and you talked
yourself about how this is voluntary, and you were uncomfortable
with that being in the law. This is voluntary because Netflix does
what you do in Europe, but no other company would have to do it.

So I think that you underscore the point that the Ranking Mem-
ber was making, which is it could be incredibly difficult to find out
how to opt out of this once you have agreed—once you are sharing
everything. I see Professor McGeveran nodding his head. I wonder
if you have any thoughts on that.

Mr. MCGEVERAN. I am just agreeing. The Nadler amendment
that was passed in the House bill does set up some specific require-
ments for how the original blanket consent has to be effectuated,
but the bill is silent about what will be required to withdraw that
consent later on if you decided you did not want a particular movie
to be shared with your friends or that you wanted to cancel the
previous authorization. It just does not say anything at all about
how that would happen.

Senator FRANKEN. Right, and, you know, I think that, again,
Netflix in Europe, where it can, on the devices where it works,
gives people a clearer way to do that, but less scrupulous compa-
nies under the law would not be required to do that, and you would
have to go through the terms and conditions, which can be pages
and pages long, which none of us except for Professor McGeveran
actually read.
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Mr. WOLF. I read them, too, Senator.

Senator FRANKEN. OK, but they are privacy lawyers. Come on.
No one reads those things. And I think that we almost got to the
point of absurdity when—of course, you know, you do not have to
be reminded that when you talk on your phone in public, we are
not going to make it a law that, you know, someone could overhear
you. And to reach for that kind of underscores, I think, sort of the
common sense of if it is just as easy to click one button that says,
“I want to share,” you know, “watch and share,” as opposed to
“watch,” it is no more burdensome to share each time on a one-by-
one basis, as the original law claims, as opposed to having a con-
sumer of a movie basically agree to sharing and then not be able
to find where to opt out of that because it is buried in some place
in the terms of agreement. No one has disputed that that is not
written—that that is in the law to dictate that you can find it.

So I want to work with the Ranking Member on this because I
think he really got to the gist of this, which is that we have to
find—when you mentioned 30 days or 60 days or six months or
something like that, I think maybe you could find a thing where
someone says, “You know what? For the next 30 days, just share
everything I like, and then remind me in 30 days,” or something
like that. I mean, I just think that this was kind of rushed through
the Hous, maybe, and that we need to work on this

Senator COBURN. I am happy to work with you.

Senator FRANKEN. Great. OK. So I am going to adjourn, and I
know I am—I do not chair that much, so let me find—the record
will be held open for a week.

[Laughter.]

[Whereupon, at 11:30 a.m., the Subcommittee was adjourned.]

[Questions and answers and submissions for the record follows.]
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PREPARED STATEMENT OF HON. PATRICK J. LEAHY

Statement Of Senator Patrick Leahy (D-Vt.),
Chairman, Senate C; i On The Judiciary,
Subcommittee On Privacy, Technology And The Law Hearing On
“The Video Privacy Protection Act: Protecting Viewer Privacy In The 21* Century”
January 31, 2012

I thank Senator Franken for the responsible leadership he is demonstrating as he chairs this panel
on privacy. The right to privacy is one of our most fundamental freedoms. In his dissenting
opinion in Olmstead v. U.S., Justice Brandeis wrote that the Founders in our Constitution “sought
to protect Americans in their beliefs, their thoughts, their emotions and their sensations. They
conferred, as against the government, the right to be let alone - the most comprehensive of
rights and the right most valued by civilized men."

In the digital age ensuring the right to privacy is crucial. But, protecting privacy has become
ever more difficult, as our Government and businesses collect, store, mine and use our most
sensitive personal information for their own purposes. Whether sensitive medical records, private
financial information or personal thoughts and feelings, I have worked to ensure that Americans’
privacy rights are respected.

In 1988, Congress enacted the Video Privacy Protection Act. When I first introduced the bill, I
said that it was intended to help make all of us a little freer to watch what we choose, without
public scrutiny. At that time, video rentals took the form of VHS tape rentals from local stores.
We had just seen the publication of Supreme Court nominee Robert Bork’s video viewing
records and joined together to enact this statutory protection for the privacy of all Americans.
My original proposal was also to include library records, but we were unable to sustain that
protection as the bill worked its way through Congress. More recently, I have worked to add
protections for library and bookseller records to section 215 of the USA PATRIOT Act.

While it is true that technology has changed over the years, we must stay faithful to our
fundamental right to privacy and freedom. Today, social networking, video streaming, the
“cloud,” mobile apps and other new technologies have revolutionized the availability of
Americans’ information. These new technologies are outpacing our privacy laws. That is why [
continue to push to enact the Personal Data Privacy and Security Act, to create a nationwide data
breach notification standard and better combat cybercrime, and it is why last year I proposed a
comprehensive review and update of the Electronic Communications Privacy Act. Iintroduced a
bill last May to update ECPA by requiring that the Government obtain a search warrant to access
email content, or certain geolocation information. I have worked closely with Senator Franken
on this issue, who has himself introduced legislation on location information.

Last week, I was encouraged by the Supreme Court’s decision in the Jones case. That case
discussed Americans’ reasonable expectations of privacy in an era of vast technological change.
It also dealt with how we think about and enforce the Constitution’s guarantee against
unreasonable search and seizure, a key aspect of our privacy rights. I believe that Congress
needs to do its part to shore up Americans’ constitutional right to privacy in an age of pervasive
surveillance, with so much information available from, and collected by, service providers.
While updating our Federal laws, we must carefully balance the need to promote American
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innovation and the legitimate needs of law enforcement, while ensuring that we protect personal
privacy.

Recently, companies that dominate various aspects of cyberspace have announced that they want
to simplify matters so that they can more easily track Americans’ activities across the board. I
am not reassured by the prospect of “Big Brother” watching everything we do. I worry that
sometimes what is “simpler” for corporate purposes is not better for consumers. It might be
“simpler” for some if we had no privacy protections, no antitrust protections and no consumer
protections, but that is not better for Americans. [ worry about a loss of privacy because of the
claimed benefit of “simplicity.” This claim strikes me like the claim we often hear in large
corporate merger proposals about so-called “efficiencies.” Netflix announced a simpler billing
practice a few months ago regarding its various services, and its customers rebelled.

Privacy advocates and elected representatives from both sides of the aisle have serious concerns
and serious questions. We are asking for information and answers. When dominant corporate
interests entice a check off in order to receive what may seem like a fun new app or service, they
may not be presenting a realistic and informed choice to consumers. A one-time check off that
has the effect of an all-time surrender of privacy does not seem to me the best course for
consumers. [ worry that the availability of vast stores of information via corporate databanks
also makes this information readily available to the Government, which has almost unfettered
power to obtain information with an administrative subpoena and so-called national security
letters. These are issued unilaterally, without any judicial check or warrant requirement
beforehand. That is why I think we need comprehensive reform to update our privacy laws.

I thank Representative Mel Watt, a thoughtful leader on these issues, for joining us, and the
panel of witnesses assembled for sharing their views on this important subject. [ am hearing
from many privacy advocates who have expressed concerns about the privacy implications of the
House-passed proposal. A key concern is that a one-time check off of consent to disclose, mine,
sell and share information does not adequately protect the privacy of consumers. Nor does the
House’s proposal update the law with respect to streaming or cloud computing. We need to
move forward with a comprehensive review and update of the Electronic Communications
Privacy Act, and with it careful consideration of how best to update to the Video Privacy
Protection Act.

HHRHH
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Statement of Representative Melvin L. Watt (\.C. 12)

Hearing heiore the
Senate Committee on the Judiciary
Subcommiltee on Privacy, Technology and the Law
on
“The Video Privacy Protection Act: Profecting Viewer Privacy in the 21" Century”
Tuesday, January 31, 2012

Dirksen Senate Office Building, Room 226
10:00 a.m.

Chairman Franken, Ranking Member Coburn and Members of the Subcommittee, I
appreciate this opportunity to address the Subcommittee about the proposed amendment of the
Video Privacy Protection Act (“the VPPA™) and consumer privacy in this rapidly evolving
digital age.

It is particularly timely that the Subcommittee holds this hearing today. Online privacy
has been at the forefront of intense discussion for the past few years. Business leaders, consumer
advocates, state and local elected representatives and officials from each branch of federal
government have all weighed in with a variety of concerns and proposed solutions to address the
absence of a uniform framework or approach to safeguard individual information in the thriving
online environment. Attention has appropriately intensified as two of the Internet’s giants—
Facebook and Google—have come under scrutiny for their personal data usage policies and
practices. Both Facebook and Google are currently subject to 20 year periodic audits of their

privacy policies pursuant to separate settlements with the Federal Trade Commission (FTC)
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entered into late last year.' Yet, just last week, Google announced sweeping changes to its
privacy policy that users will not be allowed to “opt-out” of. The announcement has already
raised the eyebrows of privacy advocates and could revive FTC probes into Google’s practices.”
In the coming weeks, both the FTC® and the Department of Commeree” are expected to
issue long anticipated final reports on online privacy policy based on a series of roundtable
discussions with relevant stakeholders and following up on their initial studies in 2010.°
Senators Kerry and McCain, in the Senate,6 and Representative CIiff Stearns,’ in the House, last
year introduced comprehensive legislation designed to prescribe standards for the collection,
storage, use, retention and dissemination of users’ personally identifiable information. These
bills also generated debate more generally in the Halls of Congress. This Subcommittee also
held hearings to address the security of sensitive health records and personal privacy on mobile

devices. And, last week, in deciding whether GPS tracking violates a criminal defendant’s

! News Release, “Facebook Settles FTC Charges That It Deceived Consumers By Failing To Keep Privacy
Promises,” available at hitp://www fte.gov/opa/201 1/1 UVptivacyscttlement.shtm; News Release, “FTC Gives Final
Approval to Settiement with Google over Buzz Rollout,” available at hitp://www. fic. gov/opa/201 1/10/buzz.shim.

2 Cecilia Kang, “Google announces privacy changes across products; users can’t opt out,” Jan. 24, 2012,

products-users-cant-opt-out/2012/01/24/g1QArgJHOQ _story.himi

’ The FTC issued a preliminary staff report titled, “Protecting Consurer Privacy in an Era of Rapid Change: A
Proposed Framework For Business And Policymakers” in December 2010 following a series of stakeholder
meetings. The report solicited comments and expected to issue a final report in 2011. The report is available here
http://business. ftc.gov/privacy-and-security/consumer-privacy

* The Department of Commerce also issued a “green paper” in December 2010—*Commercial Data Privacy and
Innovation in the Internet Economy: A Dynamic Policy Framework.”

* See Abby Johnson, “Online Privacy Debate Heats Up With FTC And Commerce Dept. Reports Coming Soon,”
January 17, 2012 available at http://'www.webpronews.com/online-privacy-debate-heats-up-with-fic-and-commerce-
dept-reports-coming-soon-2012-01.

¢ 8.799, the Commercial Privacy Bill of Rights Act of 2011.

TH.R. 1528, the Consumer Privacy Protection Act of 201 1.
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Fourth Amendment right against unreasonable search and seizure®, a majority of the Justices of
the Supreme Court acknowledged the challenges we confront as a society in determining the
“new normal” for privacy expectations in the digital age. In separate concurrences Justice
Sotomayor, writing for herself, and Justice Alito, joined by Justices Ginsburg, Breyer and Kagan,
pondered whether “[d]ramatic technological change may lead to periods in which popular
expectations [of privacy] are in flux” and require the Court to rethink expectations of privacy
where information is shared so freely.’

Although the Justices were deliberating expectations of privacy that give rise to a
constitutional claim under the Fourth Amendment, that debate is not without significance in the
context of this hearing today. Because of the inevitable disclosure of a wealth of personal
information to third parties as a condition of using modermn technologies, the intersection between
commercial and constitutional privacy is palpable.'® I believe that any legislative initiative in
this realm must balance the right of individuals to privacy and control over their personal
information, the interests of online commercial businesses in innovation and global
competitiveness and legitimate law enforcement considerations.

Against this backdrop, I will direct the remainder of my comments to H.R. 2471, which
passed in the House last session by a split vote of 303-116 under suspension of the rules. While 1

may not always avail myself of the new and revolutionary tools and services available over the

8 U.S. v. Jones, 565 U.S. __ (2012) (slip opinion).
?1d., (Alito, J., concurring in judgment), slip op. at 10.

® justice Sotomayor observed that “it may be necessary to reconsider the premise that an individual has no
reasonable expectation of privacy in information voluntarily disclosed to third parties. This approach is ill suited to
the digital age, in which people reveal a great deal of information about themselves to third parties in the course of
carrying out mundane tasks...Perhaps, as JUSTICE ALITO notes, some people may find the “tradeoff” [online] of
privacy for convenience ‘worthwhile,” or come to accept this ‘diminution of privacy” as ‘inevitable,” and perhaps
not.” Id., (Sotomayor, J., concurring), slip op. at 5 (citations omitted).
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Internet, let me say at the outset that | fully appreciate and applaud the explosion of
technological advances that has transformed forever the way we communicate and transact
business. While I support innovation on the web, however, I cannot do so at the expense of
individual privacy.

Given the gravity of the issues involved, I believe it was a mistake for this bill to move
through the House relatively under the radar and without the benefit of a single hearing. But let
me be clear: this is not just a process issue. [ believe H.R. 2471 as passed will have unintended
negative consequences for consumers and affected businesses, which will undoubtedly lose the
confidence of their subscribers with the first privacy violation or data breach.

The history of the Video Privacy Protection Act, which is widely considered to be the
strongest consumer privacy law in the United States, is well-known. The law was passed in 1988
following bipartisan outrage over the disclosure and publication of the video rental records of
Supreme Court nominee Judge Robert Bork. Proponents of H.R. 247 largue that the VPPA is
outdated and that changes in the commercial video distribution landscape justify modernization.
Although the commercial distribution landscape has changed, the underlying concerns that
inspired passage of the VPPA are timeless. Technology and privacy are not incompatible. We
can and should promote technological innovation. But we must simultaneously prevent the
unwarranted, uninformed disclosure of personal information for purposes over which the
consumer invariably will lose control. Unfortunately, the amendment to the VPPA proposed in
by H.R. 2471 chip away at those protections by equating technological expediency with
consumer preferences. Consumer desire to have access to the next cool tool should not,

however, be mistaken as the voluntary surrender of fundamental privacy interests. The
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proliferation of privacy lawsuits and complaints against corporate giants like Google, Facebook,
Apple and Netflix should make that imminently clear.

In addition to the lack of thoughtful process in the House, I believe there are at least four
substantive problems with H.R. 2471. First, the bill leaves unaddressed the question of who the
bill applies to, which I believe creates collateral, but important, intellectual property enforcement
concerns. Second, although the debate on H.R. 2471 myopically centered on the online
experience of consumers with social media like Facebook, the bill as passed applies to physical
and online video tape service providers alike, and disclosures are authorized “to any person,” not
only “friends” on Facebook. Third, despite claims that the VPPA is “outdated,” only a single
provision of the statute was “updated,” leaving consumer-oriented provisions that also should
have been reviewed and strengthened unaltered. Fourth and finally, no consideration was given
to the effect of the changes to the VPPA on state laws that afford similar and sometimes broader
protections to consumers. Each of these concerns is discussed in greater detail below.

L. The definition of “video tape service provider” is left ambiguous by H.R. 2471

As Ranking Member of the Subcommittee on Intellectual Property, Competition, and the
Internet of the House Judiciary Committee, 1 am concerned that in purportedly updating a statute
to address new distribution models, H.R. 2471 failed to clarify who is covered by the Act. Under
the VPPA, a “video tape service provider” is defined as “any person, engaged in the business, in
or affecting interstate or foreign commerce, of rental, sale, or delivery of prerecorded video
cassette tapes or similar audio visual materials.”!’ When the VPPA was enacted, the primary
method for the consumption of feature-length films by individual consumers was through the

sale or rental of video cassette tapes. Today, consumers can assess video programming over a

"' See 18 U.S.C. §2710 (a) (4) (2011).
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variety of platforms including Internet Protocol Television, cable, or online streaming video-on-
demand services.

In September 2011, Netflix'? launched a public campaign in support of H.R. 2471, urging
its subscribers to contact Congress to help bring Facebook sharing to Netflix USA.”® Although
Netflix is a legitimate and reputable company that provides a valuable service to its customers,
its business model consists of a dual delivery method for movies and television which, [ believe,
complicates the application of the VPPA as narrowly amended to its distribution scheme. The
company provides a mail order service for physical copies of DVDs and a streaming video-on-
demand service to watch movies directly over the Internet. There is little doubt that Netflix’s
DVD by mail service is considered a videotape service provider under the statute. But neither
the judiciary, regulatory body, nor Congress has concluded that Internet streaming services are
covered by the statute.

The only court that has considered the issue summarily and without analysis rejected the
argument that an online streaming service was prohibited (in an action alleging copyright
infringement against the service), from producing its users’ video history in discovery to enable
the rights holder to determine whether the content was infringing.'® Left unresolved is whether
companies with dual distribution platforms (like Netflix) should be considered video tape service

providers covered by the VPPA for social networking purposes and appropriately fall beyond the

2 Founded in 1997, Netflix is the world’s leading Internet subscription service. It provides movies and television
shows through mail order DVD and online streaming services. With 900 employees, Netflix has 25 million
subscribers worldwide. Netflix Company Facts, available at hitps:/account netflix.conyMediaCenter/Facts .

 Netflix has integrated user accounts in Canada and Latin America with Facebook, but advised its American
customers that the VPPA “creates some confision over our ability to let U.S. members automatically share the
television shows and movies they watch with their friends on Facebook.” Posting of Michael Drobac to The Netflix
Blog, “Help us Bring Facebook Sharing to Netflix USA,” (Sept. 22, 2011), http:/blog.netflix.com/201 1/09/help-us-
bring-facebook-sharing-to.html.

¥ Viacom International, Inc. v. YouTube, Inc., No. 07 Civ. 2103 (S.D.N.Y., June 23, 2010).
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statutes’ reach for IP enforcement purposes or, alternatively whether streaming services will use
the passage of H.R. 2471 to assert that Congress intended that the VPPA applies to both physical
and virtual distribution methods. If the latter, I fear that online service providers will be able to
have their cake and eat it too. In short, while enjoying the financial benefits of sharing its users’
viewing history across platforms, a service provider could avoid or delay access to those same
records in a meritorious copyright infringement dispute. By failing to address this fundamental
issue, passage of H.R. 2471will add confusion rather than clarifying the law.

1L HLR. 2471 applies to all “video tape service providers” as defined by VPPA and

disclosures are anthorized to “any person.”
In addition to failing to clarify what constitutes a “video tape service provider,” H.R.

2471 leaves open the possibility that the very scenario that prompted passage of the VPPA could
again expose consumers to unwanted disclosure and publication of their viewing histories.'>
Because H.R. 2471 focuses exclusively on a single disclosure requirement and does not address
the VPPA as a whole, by its own terms the bill would apply to new and old distribution methods
alike. There is nothing in the bill that would prevent a newspaper reporter from obtaining the
rental or viewing history of a consumer who opts-in to the enduring, universal consent whether
online or with a brick-and-mortar video store. In other words, nothing in the bill mandates that
the disclosure be limited to social media integration. The bill simply gives carte blanche to video

tape service providers, whether online or not, to disclose to “any person” a consumer’s viewer

"> Much has been made about the presumed disparity in treatraent of video history as opposed to a consumer’s
reading lists or musical consumption habits. At the time the VPPA was enacted there were no comparable
commercial music or book rental entities. The Committee Report did note, however, that the Senate subcommittee
considered and “reported a restriction on the disclosure of library borrower records. .. [but] was inable to resolve
questions regarding the application of such a provision for law enforcement.” S. Rep. No. 100-599 (1988), at 8.
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history provided they have obtained the “informed” consent of the consumer in a conspicuous
manner.

My concerns are not eased, and indeed are exacerbated, when consent is sought in the
online environment. At a time when the broader privacy debate is trending towards establishing
some baseline privacy protections for consumers online, I believe this bill moves in the opposite
direction. Although consumers can withdraw their consent at any time, [ do not believe that
option adequately reflects the realities of the instant, permanent, widespread dissemination and
consumption of users’ content.

Facebook—the largest social media network —boasts 800 million users, with the average
user having 120 “friends.” But because Facebook, and most social platforms, are dynamic with a
user’s roster of friends constantly in flux, a consumer’s consent today to allow perpetual access
to their viewing history is clearly not informed by who will be their “friend” tomorrow. Today
when the online bullying of teen and young adults can lead to depression or even suicide and
online predators can learn otherwise confidential, private information about their prey, [ believe
the selective, piecemeal “modemization” of the VPPA is simply irresponsible. “[MJovie and
rating data contains information of a more highly personal and sensitive nature. The member’s
movie data exposes a ...member’s personal interest and/or struggles with various highly personal
issues, including sexuality, mental illness, recovery from alcoholism, and victimization from
incest, physical abuse, domestic violence, adultery, and rapcf’16 The VPPA established robust
protections for precisely this type of information. Passage of H.R. 2471 would seriously
compromise those robust protections.

11.Consumer oriented provisions of the VPPA are not “updated” by H.R. 2471.

" Ryan Singed, “Netflix Spilled Your Brokeback Mountain Secret, Lawsuit Claims,” WIRED, December 17, 2009,
available at: http://www.wired.conv/threatlevel/2009/12/netflix-privacy-lawsuit.



38

In the inexplicable rush to pass this bill, I believe important consumer protection issues
were overlooked. The VPPA was enacted to protect consumer interests in personally identifiable
records. Yet H.R. 2471 focuses singularly on facilitating disclosure, not preventing, limiting, or
protecting that interest. The bill’s exclusive aim is to provide a safe haven for wide-scale
disclosures made possible by technological innovation. In the process, the goal of insulating
personal information from unwanted disclosure is completely neglected. In fact, none of the
consumer-oriented provistons of the underlying Act are amended to reflect modern day
circumstances.

For example, the VPPA requires destruction of records “as soon as practicable, but no
later than one year from the date the information is no longer necessary for the purpose for which
it was collected.” Record retention and destruction plans reinforce policies designed to deter the
abuse or misuse of personally identifiable material. They generally set forth guidelines to those
with access to an individuals® personal information that prohibit storing documents beyond their
usefulness or discarding them prematurely. The rationale embodied in the provision in the
VPPA that requires the destruction of video records no later than a year after the record was
established was clearly driven by the desire to prevent stockpiling of old and outdated data on
any person. True modernization of the VPPA should also have considered the feasibility and
desirability of applying that same provision in the online environment.

Some internet companies have been found to track, retain, market and mine information
on their customers at an alarmingly high rate.'” Conventional wisdom teaches that once
information is posted on or over the Internet, it remains stored or cached there forever. Thus,

while record destruction in the physical world is more easily effected and verified, that is not the

"7 See “The Web’s New Gold Mine: Your Secrets,” WS} Julia Angwin (July 30, 2010).
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case in the virtual world. The question arises whether additional safeguards should be enacted to
ensure that the policy objectives underlying the requirement in the VPPA to destroy old records
are transferrable to the online environment.'®

Additionally, while easing the restrictions on video service providers to disclose its users’
video histories, H.R. 2471 ignores the damages provision for consumers harmed by violations of
the VPPA. In 1988 when the VPPA was passed, Congress calcuiated that a minimum of $2,500
in actual damages was ar; adequate deterrent to discourage violations of the Act. Certainly that
figure, although a floor, is outdated today where revenues earned by companies online can
exceed billions of dollars and permanent disclosure of a consumer’s intimate information can
extend to much larger audiences.

IV.No consideration was given to the effect of the changes to the VPPA on state laws
that afford similar protections to consumers.

According to the Electronic Privacy Information Center (EPIC), many states have laws
that extend greater protections to consumers and their video records than does the VPPA.
Among the states that have adopted comparable or stronger measures are: Connecticut,
Maryland, California, Delaware, lowa, Louisiana, New York, Rhode Island and Michigan.
Michigan’s law actually applies to book purchases, rental and borrowing records, as well as to
video records. And California recently passed a law updating its reader privacy laws to apply to
Electronic books.' The House did not evaluate what practical impact H.R. 2471 would have on

those states laws. The VPPA expressly preserves state law that establishes more robust

® Netflix is currently in class action litigation over claims that the company’s practice of keeping the rental history
and ratings “long after subscribers cancel their Netflix subscription,” violates the VPPA.
hitp://www.huntonprivacyblog.con/201 1/03/articles/netflix-sued-for-allegedly-violating-movie-renters-privacy/.

' See hitp://www.acly-se.org/releases/view/802934,

10
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safeguards for consumers in their relationships with video rental services. The VPPA, however,
preempits state law that requires disclosures otherwise banned by the VPPA.

Conclusion

During consideration of H.R. 2471 before the House Judiciary Committee [ offered two
amendments, both designed to give Internet businesses the necessary flexibility to obtain electronic
consent from consumers, while simuitaneously safeguarding privacy rights. While there may be other
more precise and effective means to balance these objectives, T believe that H.R, 2471 is clearly not that
alternative.

Mr. Chairman, this past Saturday was “Data Privacy Day.”* Data Privacy Day recognizes the
importance of educating consumers on how to preserve the security and privacy of their personal and
potentially sensitive information shared over the Internet. While Internet users have a responsibility to
self-censor and restrict the information they share about themselves, the reality is that many online users
have 2 false sense of privacy due to a lack of understanding of lengthy and complex privacy policies to
which they are compelled to agree in order to use the service. As a result, online users have a tendency to
share a lot of personal information unknowingly and with unintended audiences. I do not believe that the
unsuspecting, unsophisticated or casual Internet user should be deemed to relinquish his right to a basic
level of privacy. As Justice Marshall wrote years ago, “Privacy is not a discrete commodity, possessed
absolutely or not at all.”' The trick is to strike an appropriate balance to develop meaningful protections
for consumers while promoting a healthy online economy. I support a comprehensive online privacy plan

that will address and mitigate the unintended consequences of third party sharing. In that regard, I believe

** Data Protection Day began in Europe in 2007. The following year, the United States and Canada initiated “Data
Privacy Day” which is celebrated annually in late January/early February with participants from the U.S., Canada
and over 40 countries in the Council of Europe. Events associated with Data Privacy Day are designed to reach and
involve consumers and consumer advocates, businesses and government officials to promote awareness about
developments in the intersection between data collection and privacy protection. See

http:/fwww staysafeonline.org/dpd/about.

*' Smith v. Maryland, 442 U.S. 735, 749 (1979).
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Justice Alito got it right: “In circumstances involving dramatic technological change, the best solution to
privacy concerns may be legislative. A legislative body is well situated to gauge changing public
attitudes, to draw detailed lines, and to balance privacy and public safety in a comprehensive way.”
This hearing is a responsible beginning to that effort and even more critically important because the

House failed to give the matters the kind of attention required. I thank the Chairman for this opportunity

and look forward to working across the Capitol moving forward.

% Jones, 565 U.S. . (Alito, I, concurring in judgment), slip op. at 5.
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Chairman Franken, Ranking Member Coburn, and distinguished members of the
Subcommittee. Thank you for the opportunity to testify today about the Video Privacy
Protection Act.

My name is David Hyman. | have served as the General Counsel of Netflix since 2002: A
time when streaming video over the Internet to a "smart” TV was more the stuff of a sci-fi
mini-series than a topic of serious consideration in a corporate board room, much less a
congressional hearing. How far we have come in such a short period of time. Today’s
hearing is a testament to the incredibly dynamic and powerful innovation engine of our
Internet economy.

Netflix was founded in 1997 as a DVD-by-mail service. To many, the use of the Internet and
the Netflix website was nothing more than a way to submit orders for physical disc
delivery. But for Netflix, we saw an opportunity to use technology in a way that helped
consumers discover movies and TV shows they would love, as well as provide business
opportunities for content producers and distributors.

The popularity of our DVD-by-mail service grew rapidly. But with innovation deeply
rooted in our corporate DNA, we continued to research and try new and compelling
consumer offerings. We were an early pioneer in streaming movies & TV shows over the
Internet to personal computers. In 2008, we began to deliver instant streaming video to
televisions through the use of a handful of Internet-connected devices. Today, more than
21 million consumers in the United States use the Netflix streaming service on more than
700 different types of Internet-connected 